ONUnet — ONU Setup Guide for Windows 7

The steps below are designed to help Students, Faculty, and Staff connect to the wireless network
at Olivet Nazarene University called ONU on Windows 7 (Guests should use ONUGuest).

1. Right click on the network icon in the taskbar
2. Click “Open Network and Sharing Center”

Open Metwork and Sharing Center
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4. Select any networks that need to be removed, then click “Remove.” Remove all of the
following networks: ONU, Solomon, Judah, and ONUGuest.
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5. Click “Yes” on the pop-up window

Manage Wireless Networks &

Are you sure you want to remove this network?

i

If you remove it, you can't connect to it anymore unless you
create a new profile.

6. Click “Add” to begin setup of the ONU wireless network profile

Last revised: 6/4/18 Olivet Nazarene University, Information Technology Page 1 of 10
(815) 939-5302 it.olivet.edu
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7. Click “Manually create a network profile”

I = Manually connect to a wireless network
N el 4 a—

S

How do you want to add a network?

Aok Manually create a network profile
= This creates a new network profile or locates an existing network and saves a profile
for the netwerk en your computer. You need to know the network name (551D and

security key (if applicable).

M Createan ad hoc network
This creates a temporary netwerk for sharing files or an Internet connection

Cancel

8. The Network name as: “ONU” (make sure to capitalize ONU)
9. Change Security Type to “WPA2-Enterprise”

10. Encryption type should be “AES”
11. Make sure that the checkbox next to “Start this connection automatically” is checked

12. Make sure that the checkbox next to “Connect even if the network is not broadcasting” is checked

13. Click “Next”

2
K5 Mamually connect 1o 8 wreless network
Enter information for the wireless netwaork you want to add
Mrtwark name ‘
Security type WPALEnterpee - *
ERcrguon type AES = *
Securty Key: "
‘ | SABI het onAectisn Bumnmatieally
‘_ o| Connect even if the network is not Brosdoasting
‘Wasmning: ¥ you select this opteen, your comgeuter's privacy meghi be at risk
[ het || cema

*Note: If you do not see WPA2-Enterprise as an option, go to step #36.
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14. Click “Change connection settings”

2 Change connection settings
Open the connection properties so that I can change the settings.

15. Click the “Security” tab
16. Click the “Settings” button

Connection | Security

Security type:

Encryption type:

[wea2Enterprise

=

Choose a network authentication method:

[Microsoft: Protected

EAP (PEAP)

-

Settings

time I'm logged on

Advanced settings

Remember my credentials for this conned

17. Uncheck the “Validate server certificate” checkbox

-
Protected EAP Properties

en connecting:

[[validate server c

ertificate I

O

[ Class 3 Public Primary Certification Autharity

|:| DigiCert High Assurance EV Root CA

[7] Entrust.net Certification Authority (2048)

[] Entrust.net Secure Server Certification Autharity
[T] Equifax Secure Certificate Autharity

[] GeaTrust Global CA

Connect to these servers:

o] »

4|

mn

18. Click the “Configure” button
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Do not prompt user to authorize new servers or trusted
certification autharities.

Select Authentication Method:

[Secured password (EAP-MSCHAP w2) X Configure. ..

Enable Fast Reconnect

["| Enforce Metwark Access Protection
[] Disconnect if server does not present cryptobinding TLY
["]Enable Identity Privacy

[

19. Uncheck the “Automatically use my windows logon name and password (and domain if
any)” box

-

EAP MSCHAPV2 Properties 2

When connecting:

| Automatically use my Windows logon name and
password (and domain if amy).

[ ok | [ cance |

20. Click “OK” (on the EAP MSCHAPvV2 Properties window)
21. Click “OK” (on the Protected EAP Properties window)
22. Click on the “Advanced Settings” button

Security

Security type: [WPAZ—Enherprise = ]

Encryption type: [AES i ]

Choose a network authentication method:
[Microsoft: Protected EAP (PEAF) V] ’ Settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

[ oK ][ Cancel ]
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23. Check the “Specify authentication mode:” box

24. Choose “User Authentication”
25. Click “Save credentials”

- ~
Advanced settings lﬂ
802, 1X settings

|¥] spedfy authentication mods:

[User authentication hd ] Save credentials

Delete credentials for all users

[] Enable single sign on for this netwark
(@ Perform immediately before user logon
| Perform immediately after user logon
10

Allow additional dialogs to be displayed during single
sign on

This network uses separate virtual LANs for machine
and user authentication

26. Type your ONUnet username and password (same as you use for my.olivet.edu)
[ Windows Security — @1

Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

| 'JEEI' name |

| Password |

[ ok || cancel

e .

27. Click “OK” (on the “Windows Security” window)

28. Click “OK” (on the “Advanced Settings” window)

29. Click “OK” (on the “ONU Wireless Network Properties” window)

30. Click “Close” (on the “Manually Connect to a Wireless Network™ window)
31. Close out of the “Manage Wireless Networks” window

32. Open a Web browser (E.G. Firefox, IE, Chrome) to make sure you are connected

**END OF WPA2 INSTRUCTIONS
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*EOR DEVICES WITHOUT WPA2 SUPPORT™**

33.Enter the Network name as: “ONU” (make sure to capitalize ONU)

34. Change Security Type to “WPA-Enterprise”

35. Encryption type should be “TKIP”

36. Make sure that the checkbox next to “Start this connection automatically” is checked

37. Make sure that the checkbox next to “Connect even if the network is not broadcasting” is checked

38. Click “Next”

p— x|

@ ! Manually connect to 8 wineess network

Enter information for the wireless network you want to add |
MNetwork name: |
I

| Femtype | wPa-Enterprise ol |

[ Encryptiontype TP - | |

Securty Key: Hide characters [

I | Start this connection 4utumeti(aH=’

" [ ¥[Connect even i the network is not broadcasting |

tvacy miaght be at risk.

A " O L

Cofint ] (aCamenia) |

39. Click “Change connection settings”

% Change connection settings
Open the cennectien properties so that I can change the settings.
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40. Click the “Security” tab
41. Click the “Settings” button

Connection | Security

Security type:

Encryption type:

Choose a network authentication method:

[wpa2 Enterprise

[AES

[Microsoft: Protected EAP (PEAP) -

Settings
Remember my credentials for this conneTomN eaen
time I'm logged on
Advanced settings
[ Ok ] [ Cancel ]

42. Uncheck the “Validate server certificate” checkbox

-
Protected EAP Properties

dhenconnertino,
[ validate server certificate

5

[ class 3 Public Primary Certification Authority
|:| DigiCert High Assurance EV Root CA
[] Entrust.net Certification Authority (2048)

[] Entrust.net Secure Server Certification Authority
[ Equifax Secure Certificate Authority
[7] GeaTrust Global CA

Connect to these servers:

[amg]

<|_

1
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43. Click “Configure” button

Do not prompt user to authorize new servers or trusted
certification authorities.
Select Authentication Method:
[Secured password (EAP-MSCHAP v2) 7 Configure...
Enable Fast Reconnect

["|Enfarce Network Access Protection
[ Disconnect if server does not present aryptobinding TLV
[ Enable Identity Privacy

OK ] [ Cancel

44. Uncheck the “Automatically use my windows logon name and password (and domain if

any)” box .
EAP MSCHAPY2 Properties x

When connecting:

& Automatically use my Windows logon name and
password (and domain if any).

| ok || Cancel |

45. Click “OK” (on the EAP MSCHAPv2 Properties window)
46. Click “OK” (on the Protected EAP Properties window)
47. Click on the “Advanced Settings” button

Connection | Security

Security type: [wPa2Enterprise -

Encryption type: [AES v ]

Choose a network authentication method:

[M\crosoft: Protected EAP (PEAP) '] [ Settings

Remember my credentials for this connection each
time I'm logged on
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48. Check the “Specify authentication mode:” box
49. Choose “User Authentication”

50. Click “Save credentials”

[ Advanced settings ﬁ1
802, 1X settngs |
|¥| spedfy authentication mode:
User authentication ~| N[ save credentials
Delete credentials for all users

|| Enable single sign on for this network

51. Type your ONUnet username and password (same as you use for my.olivet.edu)

‘Windows Security

S

Save credentials
Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates).

‘ User name

‘ Password

52. Click “OK?” (on the “Windows Security” window)
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53. Click “OK” (on the “Advanced Settings” window)

54. Click “OK” (on the “ONU Wireless Network Properties” window)

55. Click “Close” (on the “Manually Connect to a Wireless Network™ window)
56. Close out of the “Manage Wireless Networks” window

57. Open a Web browser (E.G. Firefox, IE, Chrome) to make sure you are connected

**END OF WPA INSTRUCTIONS

If you need further assistance, contact the IT Help Desk.
Phone: (815) 939-5302 | Email: it@olivet.edu
In person: Lower Level of Benner Library

Online: http://it.olivet.edu
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